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Les hacks dans le Web3 G
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Les principaux vecteurs d'attague en 2023 X

1. @ Clés privées volées

2. @ Manipulation des récompenses

3. @ Manipulation de I'oracle de prix

4. () Controle d'accés aux fonctions insuffisant
5. ® Erreur de logique

6. ¥# Mauvaise configuration

7. ks Validation des paramétres de fonction

8. @ Réentrance en lecture seule

9. & Réentrance

10. fili Gouvernance
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7 000000 $

16 attaques
27 attaques
52 attaques
25 attaques
9 attaques
3 attaques
9 attaques
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10 attaques
8 attaques

Blockthreat.io, updraft.cyfrin.io



Le métier d’Auditeur de Smart Contracts @

M Lire ducode &

12 Identifier des bugs %,

B8 Ecrire un rapport d’audit B
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RioLRTDepositPool.sol rio-she...

RioLRTlssuer.sol rio-sherlock-...
RioLRTOperatorDelegator.sol...
RioLRTOperatorRegistry.sol ri...
RioLRTRewardDistributor.so
RioLRTWithdrawalQueue.sol r...
RioLRTCore.sol rio-sherlock-audit...

T TTTxTx2=xX

RioLRTOperatorRegistryStorage...
Array.sol rio-sherlock-audit/contra...
Asset.sol rio-sherlock-audit/contra...

(of sol rio-sherlock-audit/c...

LRTAddressCalculator.sol rio-she...
Memory.sol rio-sherlock-audit/con...
OperatorOperations.sol rio-sh... M,

A S L A R S

v rio-sherlock-audit

v contracts

 interfaces

*> > @

s

IRIOLIR L ISSUE.S01
IRioLRTOperatorDelegator.sol
IRioLRTOperatorRegistry.sol
IRioLRTRewardDistributor.sol
IRioLRTWithdrawalQueue.sol

 oracle

B

ChainlinkPriceFeed.sol M,

v restaking

v
¢

v

base
RioLRTCore.sol
storage

°

code (Solidity / Rust / Go...

¢ ChainlinkPriceFeed.sol M, X 4 RioLRT.sol

ChainlinkPriceFeed.sol — 2024-02-rio-vesting-core-protocol-nisedo

4 RioLRTAVSRegistry.sol M,

rio-sherlock-audit > contracts > oracle > ¢ ChainlinkPriceFeed.sol > %g ChainlinkPriceFeed

15

report | graph (this) | graph | Inheritance | parse | fiatten
pragma solidity 0.8.23;

import {IChainlinkAggregatorV3} from ‘contracts/interfaces/oracle/IChainlinkAggregatorV3.sol';
import {IPriceFeed} from 'contracts/interfaces/oracle/IPriceFeed.sol’;

contract ChainlinkPriceFeed is IPriceFeed [
@notice
string public constant FEED_TYPE = 'CHAINLINK';

@notice
address public immutable source;

@notice
uint256 public immutable stalePriceDelay;

@notice
uint8 public immutable decimals;

@notice
string public description;

@param source_
@param stalePriceDelay_
constructor(address source_t, uint256 stalePriceDelay_t) {
source = source_t;
stalePriceDelay = stalePriceDelay_t;

decimals = IChainlinkAggregatorV3(source_t).decimals();
description = IChainlinkAggregatorV3(source_1).description();

@notice
function getPrice() external view returns (uint256) {
(, int256 price,, uint256 updatedAt,) = IChainlinkAggregatorV3(source).latestRoundData();
if (block.timestamp > updatedAt + stalePriceDelay) revert STALE_PRICE();
if (price <= @) revert BAD_PRICE();

return uint256(price);

¢ RioLRTAssetRegistry.sol M,
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2. ldentifier des bugs / vulnérabilités &,

1 contract DepositFunds {

2 mapping(address => uint) public balances;
3

4 function deposit() public payable {

5 balances[msg.sender] += msg.value;

6 }

7

8 function withdraw() public {

9 uint bal = balances[msg.sender];
10 require(bal > 0);
il |
12 (bool sent, ) = msg.sender.call{value: bal}("");
13 require(sent, "Failed to send Ether");
14
15 balances[msg.sender] = 0;
16 ¥

17 }



3. Ecrire un rapport d'audit B

3.2.5 Reentrancy Safeguards Needed In GClaimManager
Severity: Medium Risk
Context: GClaimManager.sol#L77-104

Situation: In function exit () of GClaimManager.sol, the burning on the tokens
is done at the end.

This is not according to the Checks-Effects-Interactions pattern and no non-
Reentrant modifier is used.

Reentrancy is possible with a malicious adapter contract and is potential in other
situations as well.

function exit(address adapter, uint48 maturity, uint256 uBal) external {

// Ezternal call
uint256 collected = Claim(claim).collect();

// Ezternal call
uint256 tBal = uBal.fdiv(gclaims([claim].totalSupply(), total);

// Ezternal call
ERC20 (Adapter (adapter) . target()) .safeTransfer (msg.sender, tBal);

// Ezternal call

ERC20(claim) .safeTransfer(msg.sender, uBal);

// Burn the user's gclaims

// Completed at the very end with potential reentrancy above
gclaims[claim] .burn(msg.sender, uBal);

Recommendation: To improve security, add a nonReentrant modifier on func-
tions of GClaimManager that do external calls.

Note: GClaimManager will most likely be deprecated. This issue is included for
completeness.

Solodit.xyz
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Semgrep

Hardhat

Formal Verifi

Uzzing @

Testing

Static Analysis

Examining code Por errors or vulnerabilities without executing it

Dynamic Testing

Unit Testing

Process in which the smallest testable parts of an appl?eo:tion
are im(ividua“y scrutinized for proper operation

Fuzz Testing

Testing a progrom by inputting random data to find bugs

Stateless Fuzzing
A type of Fuzz testing that doesnt consider the program's state or history

Stateful Fuzzing / Invariant Testing

A type of fuzz testing that considers the program's state and previous interactions,
checking that certain conditions always hold true throughout the code execution

Formal Verification
The act of proving or disproving o given property
of a system using a wathematical model

Symbolic Execution / Symbolic Testing

Converting the code to a set of mathematical
expressions to explore different paths in a program




Les différents types d'audits @

En solo ou en team

Concours d'audit public ¥

Bug bounties /S
2 i Cabinets d'audit E
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Pourguoi devenir
Auditeur de
Smart Contracts ? @

Code4rena leaderboard

HIGH
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$502,041.99 USDC » @xuwinnie
$157,696.85 USDC » @ChainLight
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Pourguoi devenir Auditeur de Smart
Contracts ? @&,

Sécuriser le Web3 @

Méritocratique (o

Défiintellectuel @

Demande croissante
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Plutocats Gitcoin Passport - Identity Staking
reNFT Mitigation Review - $19,800 PoolTogether - $36,500 in USDC - 750

Doubler - $567,000 in USDC - N/A Sloc Revert Lend - $88,500 in USDC - 3,000 Sloc
er Infrastructure - $92,000 in USDC - N/A Sloc  Taiko - $140,000 in USDC - 5,890 Sloc
Salty.IO Mitigation Review - $25,000 in
Wise Lending - $200,000 in USDC - N/A Sloc
Tapioca Invitational - $138,000 in USDC - N/A Sloc
Phat Contract Runtime - $60,500 in USDC - 2,416 Sloc
BadgerDAO eBTC - $200,000 - 5,000 Sloc
Puffer Finance - $50,000 + bonus - N/A Sloc

ZeroLend Boost - $200,000 - N/A Sloc

Jala Swap - $24250 - N/A Mento - $39500 - N/A Sloc
Smilee Finance - $95000 - 3,306 Sloc M?ZERO - $88000 - N/A Sloc
Telcoin Platform

Rio Network - $90000 - 2,453 Sloc
Tapioca - $133200 - N/A Sloc

Perpetual - $150215 - 4,364 Sloc

Fenix Finance - $40,000 USDC - N/A Sloc

Origami - $56,000 - N/A Sloc

Tokemak - $18,000 - N/A Sloc
Arcade.xyz - $60,000 USDC - N/A Sloc

Eigenlayer - $100,000 USDC - N/A Sloc
Curvance - $375,000 USDC - N/A Sloc

Beanstalk Part 1 - $100,000 USDC - N/A Sloc _

dailywarden.com



Comment devenir Auditeur de Smart
Contrats ? &

Bl Apprendre la programmation &

2 Apprendre la Blockchain ¢§

B8 Apprendre la sécurité Web3 @

M Pratiquer, pratiquer, pratiquer

le




1. Apprendre la programmation &

Informatique JavaScript / Python

LANGUAGE ’
irormarion ORGANIZING ‘ -

ABS»W;:";:STRUGTURE
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2. Apprendre la Blockchain 3

ALY Solidity Cyfrin Updraft
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3. Apprendre la sécurité Web3 @

Cyfrin Updraft ¢ CTF|” Rapports d’audit B
B The Ethern
¢ Bthernaut SOLODIT
>_ Damn Vulnerable DeFi
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4. Pratiquer, pratiquer, pratiquer {o

Concours d'audit public ‘¥

Etudier le rapport d’audit B
SOLODIT
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