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Qui protege Ethereum ?
Ethereum France X POC Innovation
Lyon - 17/06/2026

A la découverte du métier
d'auditeur Webs

nisedo
; Ingénieur sécurité blockchain @ Trail of Bits



e nisedo ( )
° - la communauté Web3Sec |

e Ingénieur sécurité blockchain @


https://x.com/nisedo_
https://x.com/soliditors
https://www.trailofbits.com/
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La sécurité Web3 est cassée @
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700 programs

Demande croissante . Programmes de bug bounty Web3

Croissance des bug bounties sur les plateformes (2018-2025)
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COMPETITOR usD VvV TOTAL
Barracuda3172 $14,439,800
Name Total Earnings @ cmichel $1,005973.15 900

RetailDdene2946 | $10,020,000

$569,473.32 940
Name Total Earnings
$295,428.27 367
PwningEth $8,000,000
Name Total Earnings
420N AOK 70 A28
X deadrosesxyz &
0x52 &y
urity Researche proud to announce that the $1m mark was
successfully crossed (and the year's not finished
yet!)
$1.22M
‘ a rough breakdown of the income sources:
- Contests ~$500k
- Spearbit ~$265k

- Solo audits ~$240k 9
- Immunefi ~40k
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Que font les auditeurs de
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On trouve des bugs.. mais comment

?

.
o000 ChainlinkPri 0l — 2024-02-ri ing P TS @ &
DRPpa B ¢ ChainlinkPriceFeed.sol M, ¥ X 4 RiolRT.sol 4 RioLRTAVSRegistry.sol M, 4 RioLRTAssetRegistry.sol M, <" e mg -
/ OPEN EDITORS rio-sherlock-audit > contracts > oracle > ¢ Cl eed.sol > %3 ChainlinkPriceFeed
¥ NOTES.md AUDIT u report | graph (this) | graph | Inheritance | parse | tiatten
s 1 // SPDX-License-Identifier: GPL-3.0
X ¢ ChainlinkPriceFeed.sol rio-she... M, 2 pragma solidity e.8.23;
4 RioLRT.sol rio-sherlock-audit/cont... " 3
4 RioLRTAVSRegistry.sol rio-she... M, »" 4 dimport {IChainlinkAggregatorV3} from 'contracts/interfaces/oracle/IChainlinkAggregatorV3.sol';
4 RioLRTAssetRegistry.sol rio M, 5 import {IPriceFeed} from 'contracts/interfaces/oracle/IPriceFeed.sol';
6
4 RioLRTCoordinator.sol rio-she... M, x"
: 5 o 7 contract ChainlinkPriceFeed is IPriceFeed E
¢ RioLRTDepositPool.sol rio-she... M ¥ 8 /// @notice The type of the price feed.
4 RioLRTIssuer.sol rio-sherlock-... M, x" 9 string public constant FEED_TYPE = 'CHAINLINK';
¢ RioLRTOperatorDelegator.sol... M, " 10
+ RioLRTOperatorRegistry.sol ri... M, " i; /;; gnutic:&he:dd;e;i of the price feed source (Chainlink Aggregator).
address public immutable source;
4 RiolRTRewardDistributorsol.. M, BLDSC —mmtaLs povres
¢ RioLRTWithdrawalQueue.sol r... M, x* 14 /// @notice The amount of time after which an asset price is considered stale.
4 RioLRTCore.sol rio-sherlock-audit... " 15 uint256 public immutable stalePriceDelay;
¢ RioLRTOperatorRegistryStorage... 16
17 /// @notice The number of decimals used by the price feed.
Array.sol rio-sherlock-audit/contra...
® sol ic-sherlock audi/contra._ ¥ 18 uint8 public immutable decimals;
4 Asset.sol rio-sherlock-audit/contra... A" 19
¢ Constants.sol rio-sherlock-audit/c... 20 /// @notice The description of the price feed.
¢ LRTAddressCalculator.sol rio-she... " 21 string public
4 Memory.sol rio-sherlock-audit/con... " 22
+ 0 torOperati R | 23 /// @param source_ The address of the price feed source (Chainlink Aggregator).
e G 24 /// @param stalePriceDelay_ The amount of time after which an asset price is considered stale.
Vmu:o;: mﬂ;;;‘;&\;&b;m ;2 constructor(address s'ource_f. uint256 stalePriceDelay_t) {
. - : = source_t;
irlo-sherlock-audit ® 27 StalePriceDelay = stalePriceDelay_t;
* contracts e 28
v interfaces 29 decimals = IChainlinkAggregatorV3(source_t).decimals();
R LI LSSLOLBUY 30 = IChainlinkAggregatorV3(source_t).description();
¢ IRioLRTOperatorDelegator.sol 31 }
¢ IRioLRTOperatorRegistry.sol 32
+ IRioLRTRewardDistributor.sol 33 /// @notice Get the current price. )
4 IRioLRTWithdrawalf o 34 function getPrice() external view returns (uint256) {
O rawalQueue.st 35 (, int256 price,, uint256 ) = IChainlin| gatorV3(source). )
v oracle b 36 if (block.timestamp > updatedAt + stalePriceDelay) revert STALE_PRICE();
¢ ChainlinkPriceFeed.sol M, 37 if (price <= @) revert BAD_PRICE();
 restaking ° 38
39 return uint256(price);
e o 49 ¥
¢ RioLRTCore.sol A a j
v storage .




On recoit un puzzle géant




On lit du code... beaucoup de code..
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Framework

Fuzzing

Medusa

Semgrep

Vérification formelle

@ Halmos

kontrol
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Comment devenir
auditeur de smart contracts ?



Apprendre la programmation &

S Apprendre la blockchain
S Apprendre la sécurité Web3 @

S Pratiquer, pratiquer, pratiquer &
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Informatique

MEMORY

LANGUAGE i
inFormation ORGANIZING =¥ 5™
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TYPES M
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AMOUNTS

&

Harvard CS50

Harvard CS50

Full University Course
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Solidity Cyfrin Updraft RareSkills
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Résoudre des CTFs | Etudier des rapports

d'audit B
The Ethernaut
sDAMN VULNERABLE DEFi

97F ONLYPWNER

SOLODIT
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Concours d’audit publics W

DAILY WARDEN ;’?xg —\

Etudier des rapports d’'audit B

SOLODIT
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Concours d'audit W Audits privés @,
© N = v € & |

Bug bounties Cabinets d'audit &
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Le Web3 a besoin de toi &







